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Abstract
A Mobile Ad hoc NETwork (MANET) is a system of wireless mobile nodes that dynamically self-organize in arbitrary and
temporary network topologies. These types of wireless networks are more prone to vulnerabilities.The pre-existing research
efforts results its inefficiency in detecting attacker’s intrusion during collisions and have high routing overhead.In this paper we
propose an Adaptive EADR approach to defecate the routing attacks in Reactive Dynamic Source Routing Protocol.This was
fostered by probabilistic Extended Dempster Shafer Theory of Importance factors.The robustness of our approach was shown in
terms of our performance metrics.
Keywords-- MANET ,EADR, Dempster Shafer Theory

I.

INTRODUCTION

MANET is a type of wireless ad hoc network which
has a self configuring capability. Every node acts as a
mobile router with no access point. The unique features
of MANET includes Multi-hop routing, Device
heterogeneity,Bandwidth constrained variable capacity
links, Limited physical security and Network
scalability.The data transmission in MANET takes place
by using multi-hop paths is shown in Figure 1

Internal attacks are launched by compromised nodes
that are part of the network.In this paper we deal with the
routing salvage attack which occurs in the network layer.
Routing Salvage Attack: The attack is launched by
greedy internal nodes. Misbehaving nodes will fabricate
and retransmit packets even though they haven’t received
error messages.This attack leads to unnecessary
bandwidth consumption and drain off resources.
II.

Fig 1 MANET Design

There are a wide variety of routing attacks that target
the weakness of MANET. Of them Active and Passive
attacks are more important.
Passive attacks: A passive attack is a one that does
not interrupt the normal operation of the network. The
attacker snoops the data exchanged in the network
without altering it.
Active attacks: An active attack interrupts the regular
operation of the network by destroying the data that are
exchanged in the network. Active attacks can be internal
or external. External attacks are done by nodes that do
not belong to the network.

RELATED W ORK

Some security related works has been proposed in
MANET.An existing solution states that Reputation
based security protocol is used in DSR to detect and
remove malicious nodes .The key advantage of this
protocol is that Black hole attack is detected easily and
efficiently than AODV.Reference[2][3] gives an
overview of the routing protocols such as ARAN, the
known routing attacks and the proposed countermeasures
to these attacks in various works.Reliability is increased
through trusted certificates and digital signatures. In
reference[4] new key management scheme is
implemented in NTP protocol.
Node Transition
Probability (NTP) based algorithm provides maximum
utilization of bandwidth during heavy traffic with less
overhead. NTP determines stable routes using received
power. This proposal detects the modification,
impersonation attacks and TTL attacks and avoids the
effects of malicious node and provides appropriate
measures to discard such malicious nodes in dynamic
condition.
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Reference[5] proposed a new model called
EIDAN(Enhancement on Intrusion Detection System)
makes use of Novel architecture to detect active
attacks.This model is very efficient in detecting resource
consumption attack,fabrication attack. Reference[7]
states that two trust models have been proposed namely
probability model and entropy model.The malicious
misbehavior of nodes are characterized by these two
models.The trust value is assigned to be one.A trust
graph is generated which is used to differentiate
malicious nodes and good nodes.The proposed
theoretical models are then applied to improve the
performance of ad hoc routing schemes.
III.

In the Route Maintenance phase it maintains a Route
cache at intermediate nodes. An exponential back off
algorithm is used to avoid frequent RouteRequest when
the destination is in another disjoint set.The performance
of DSR is compared to other routing protocols in
MANET is shown in figure 2.

P ROPOSED W ORK

Various detection techniques have been proposed in
MANET to eliminate the routing attacks.The main motto
of this paper is to eliminate the routing attacks in
Ondemand Dynamic Source routing protocol. As a result
an Adaptive EADR approach is proposed to perform the
detection and avoidance of attacks in the network
layer.The Dempster Shafer theory is used for calculating
risk assessment value.Initially a trusted node is created
and that node acts as (IDS/IRS).Further occurrence of an
attack is confirmed and necessary measures are taken to
detect, avoid and segregate the attacks.Then the route is
re-established by using this Ondemand Dynamic Source
Routing protocol
3.1 DYNAMIC SOURCE ROUTING PROTOCOL
There have been many routing protocols proposed to
suit the different needs of MANETs. One of the most
popular of them is Dynamic Source Routing
protocol.There are two types of Routing protocols in
MANET namely Proactive and Reactive. Of this DSR is
a Reactive routing protocol which possess two phases
namely Route Construction and Route Maintenance
phases.During Route construction phase when node S
wants to send a packet to node D, but does not know a
route to D,node S initiates a route discovery. Source node
S floods Route Request(RREQ). Each RREQ, has
sender’s address,destination’s address, and a unique
Request ID determined by the sender. Each node appends
own identifier when forwarding RREQ.The destination
node upon receiving a RREQ responds by sending a
Route Reply packet back to source which carries the
route transverse by Route Request packet received.

Fig 2 DSR Performance

3.2 ROUTE DISCOVERY USING DSR
The route discovery process takes place in this
phase.The destination sends the request(RREQ) packet
to source. The source node on receiving it floods RREP
packet through the path traversed.Then the shortest path
is discovered using DSR. Normally once the shortest
route is established using DSR, the packets are then
transmitted in the established shortest path.The attacker
node is identified using Extended Dempster shafer
theory.The risk assessment value is calculated using this
theory.If an attacker node is present in that shortest path
the attacker node duplicates the packets instead of
intentional dropping of packets.These duplicated packets
are sent to the destination node.Based on some criterias
like Packet ID,secured secret key sharing the attacker
node is detected on the destination side.
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3.3 AVOIDANCE AND ISOLATION OF ROUTING
SALVAGE ATTACK
Initially bandwidth is assigned to each node.The
bandwidth of every node is broadcasted to every other
node in the network. Source node starts sending the data
packet to next node in the route if the bandwidth of the
next node is sent as a key to source node.Bandwidth
value is also stored in route cache.If the value of
bandwidth is true then the transmission takes place
IV.

Table 1
Simulation metrics

Packet size

256 bytes

Bandwidth

2 Mb/sec

Size of Square Area

800 X 800 m2

Average

1 ms

IMPLEMENTATION

The shortest route is ensconced by using Dynamic
Source Routing protocol.The attacker node is detected in
that shortest path. The Risk assessment value is
calculated by using Extended Dempster Shafer theory.It
is stated in Eq 1
E=(m1+m2,(IF1+IF2)/2)
 m-basic probability assignment
function(m(φ)=0)
 IF-Importance factor
The detection of attacker node is shown in figure3.

Forwarding

Delay

Transmission Range

V.

Fig 3 Detection of Routing salvage attack

4.1 SIMULATION METRICS
The essential metrics for a simulation environment is
given in Table 1

50 - 300m

CONCLUSION

The attacks are the major threats to MANET.These
types of attacks occur due to lack of fixed
infrastructure.Currently several solutions are available
for attacks that exists in MANET.In this paper we are
able to provide a solution to routing salvage attack that
occurs in the network layer.In this research effort we
identified an efficient method to detect this attack and
future works has been carried on providing solution.This
approach increases the throughput, packet delivery ratio
and reliability.
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