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The process of sensor nodes is similarly variable,
ranging from a few to hundreds of dollars, depending on
the complexity of the individual sensor nodes. Price of
constraints on sensor nodes is outcome in relating
constraints on some parameters as like energy, memory,
computational speed and communications bandwidth. The
type of connecting network for the WSNs can change from
a simple star network to an advanced multi-hop wireless
mesh network. The propagation method between the hops
of the connector can be transmitting or flooding.

Abstract:
Wireless Sensor Networks (WSNs) are
vulnerable to different kinds of attacks and most of
traditional networks security techniques are unusable on
WSNs; due to untrusted transmissions, deployment in open
and hostile environments, unattended nature and limited
resources. So, security is a vital and complex requirement for
these networks. This paper focuses on security of WSNs and
its main purpose is discussing on WSNs' attacks in different
layers, including of physical layer attacks, link layer attacks,
routing layer attacks, transport layer attacks and application
layer attacks. It classifies and compares different attacks
based on their nature and goals; i.e. this paper is expressing
purpose and capabilities of attackers and it is presenting goals
and result of different attacks on WSNs.

II.

Keywords: - WSN, MRP, Attacks, Security

I.

MULTIPATH ROUTING P ROTOCOL (MRP)

This is the routing method of using multiple alternative
ways through connecting nodes, which can yield a variety
of benefits such as fault tolerance, increased bandwidth, or
improved security. The multiple paths calculated might be
crossover, edge-dis-linked or node-dis-linked with each
other. Main research has been done on multipath routing
methods, but multipath routing is not yet widely deployed
in practice. Constructive and destructive interference
occurred due to effect of multipath, and phase position
change of the signal. Destructive interference causes
fading. Where the magnitudes of the signals rising by the
different paths have a distribution known as the Rayleigh
spread, this is known as Rayleigh fading. A part of device
represents, a Rician spreading gives a more right model,
and this is called as Rician fading.

INTRODUCTION

A wireless sensor network (WSN) (sometimes called a
wireless sensor and actor network (WSAN)) are spatially
distributed autonomous sensors to monitor physical or
environmental conditions, such as temperature, sound,
pressure, etc. and to cooperatively supply their information
through the connecting nodes to a particular position. Many
modern networks are bi-directional, also enabling control
of sensor activity. The development of wireless sensor
networks was motivated by military applications such as
battlefield surveillance; today such networks are used in
many industrial and consumer applications, such as
industrial method displaying and handle, machine health
displaying, and so on.
The WSN is developed of "nodes" – from some to many
hundreds or even thousands, where each node is linked to
one (or sometimes several) sensors. A radio transceiver
with an internal antenna or link to an external antenna, a
microcontroller, an integrated circuit for interfacing with
the sensors and an energy source, usually a battery or an
embedded form of energy harvesting. A sensor node might
change in size from that of a shoebox decrease to the size
of a wheat grain, although performing "motes" of genuine
microscopic boundaries have yet to be issued.

Figure 1: Typical multi-hop wireless sensor network architecture
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III.

Evaluating the Effects of Cryptography Algorithms on
power consumption for wireless devices has done by D. S.
Abdul. Elminaam et.al, (2009) presents a performance
evaluation of selected symmetric encryption algorithms on
power consumption for wireless devices. Several points can
be concluded from the Experimental results. First; in the
case of changing packet size with and without transmission
of data using different architectures and different WLANs
protocols, it was concluded that Blowfish has better
performance than other common encryption algorithms
used, followed by RC6. Second; in case of changing data
type such as audio and video files, it is found the result as
the same as in text and document. In the case of image
instead of text, it was found that RC2, RC6 and Blowfish
has disadvantage over other algorithms in terms of time
consumption. He is found that 3DES still has low
performance compared to algorithm DES. Third point; [12]
when the transmission of data is considered there was
insignificant difference in performance of different
symmetric key schemes (most of the resources are
consumed for data transmission rather than computation).
There is insignificant difference between open key
authentications and shared key authentication in ad hoc
Wireless LAN connection with excellent signals. In case of
poor signal it is found that, transmission time increased
minimum by 70 % over open sheered authentication in ad
hoc mod. Finally -in the case of changing key size – it can
be seen that higher key size leads to clear change in the
battery and time consumption.
Comparison of Data Encryption Algorithms has done by
Simar Preet Singh, and Raman Maini -The simulation
results showed that Blowfish has better performance than
other commonly used encryption algorithms. AES showed
poor performance results compared to other algorithms,
since it requires more processing power. The first sets of
experiments were conducted using ECB Mode. The results
show the superiority of Blowfish algorithm over other
algorithms in terms of processing time. It shows also that
AES consumes more resources when data block size is
relatively big. Another point can be noticed here that 3DES
requires always more time than DES because of its triple
phase encryption characteristic. Blowfish, which has a long
key (448 bit), outperformed other encryption algorithms.
DES and 3DES are known to have worm holes in their
security mechanism; Blowfish and AES do not have any so
far [13].
As expected, CBC requires more processing time than
ECB because of its key-chaining nature. The results
indicate also that the extra time added is not significant for
many applications, knowing that CBC is much better than
ECB in terms of protection.

LITRETURE SURVEY

This subsection explains and examines existing work on
most general algorithm implementation for both software
and hardware methods. The metrics taken into
consideration are processing speed, throughput, power
consumption, and packet size and data types.
When applied for wireless sensor networks. While in
Asymmetric Encryption, two keys are used. The SCADA
communication takes place over radio, modem, or devoted
serial lines. The internet SCADA facility has brought
several advantages in terms of control, data generation and
presentation. With these advantages, come the security
issues about web SCADA. Masadeh, Turab (2010) this
paper encryption algorithm are compared on the basis of
wireless network. Encryption methods play a hero role in
wireless network security systems. However, these
schemes consume a significant amount of computing
resources such as CPU time, and packet size [9]. This can
be extended too many rounds. They developed RSA
encryption technique in a way to be performed in the
general linear group on the ring of integer mod n. The
encryption process has no foundation in encryption and
decryption way and is claimed to be efficient, scalable and
dynamic. To remedy the wireless network security issue, a
novel work has been deployed to secure the transmitted
data over wireless network and examine a method for
analyzing trade-off between efficiency and security. A
comparison has been conducted for those encryption
techniques at different settings for each method such as
different sizes of data blocks, different platforms and
different encryption/decryption speed. They offered proof
of concept by applying a definite privacy homomorphism
for sensor network. Sorry to say as shown by Rivest, et al.,
any privacy homomorphism is unconfident even against
cipher text that only attacks if they support comparison
operations [10]. In this paper we show that a particular
order preserving encryption technique achieve the above
mentioned energy benefits and give when used to support
comparison operations over encrypted texts for wireless
sensor networks. The technique is shown to have
reasonable memory and computation. In this paper,
comparison between Encryption techniques as used in
Communication between SCADA Components is
discussed. The reason reverse to the efficiency (separate
nodes perform different tasks), fault-tolerance (if some
nodes are occupied then others can perform the task) and
security (the trust essential to perform the task is shared
between nodes) that order differently [11].
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Evaluation of Performance Characteristics of
Cryptosystem Using Text Files designed by challa
Narasimham and Jayaram Pradhan in 2008 they performed
the performance comparison for variable sized text files as
input. An analysis on computational running times results
in significant difference among the methods. He believe in
that the performance of DES, especially in decryption
method is very high than the alternatives. Despite the key
distribution, DES is more suitable to the application, which
has the decryption as the highest priority. He has proposed
and performed the test cases on the two PKCS methods i.e.,
RSA and NTRU Though the encryption, decryption and
complexity are high in NTRU, the RSA provides the
highest security to the business application. He presented
all these parameters with computational running times for
all the methods, so as to select the appropriate method [14].
Abdel-Karim and his colleague Al Tamimi presented
simulation results showed that Blowfish has a better
performance than other common encryption algorithms
used. Since Blowfish has not any known security weak
points so far, which makes it an excellent candidate to be
considered as a standard encryption algorithm? AES
showed poor performance results compared to other
algorithms since it requires more processing power. Using
CBC mode has added extra processing time, but overall it
was relatively negligible especially for certain application
that requires more secure encryption to a relatively large
data blocks.
The results showed that Blowfish has a very good
performance compared to other algorithms. Also it showed
that AES has a better performance than 3DES and DES.
Amazingly it shows also that 3DES has almost 1/3
throughput of DES, or in other words it needs 3 times than
DES to process the same amount of data [15].
IV.

Moreover, the nodes share the physical medium, compete
to transmit data packets and suffer collisions. Thus, one of
the problems in detecting malicious nodes that drop packets
is that it may not be clear as to whether the packet was
dropped due to channel errors, collisions, or due to
malicious intent. In most detection mechanisms, the
number of packets that are not forwarded is recorded by a
passive listener. A threshold on the number of dropped
packets is then used to decide whether or not a node is
malicious. Depending on the threshold and data load, a
burst of errors on the channel or an increase in the number
of collisions can trip the threshold creating false alarms.

Figure 2: Overview of packet drop attack

Under the system and adversary models used earlier, the
problem address was of identifying the nodes on an
arbitrary path that drop packets maliciously. There is
requirement for the detection to be performed by a public
auditor that does not have knowledge of the secrets held by
the nodes on that path. When a malicious node is identified,
the auditor should be able to construct an openly verifiable
proof of the misbehavior of that node.
Secondly, a malicious node that is occurred on the route
can exploit its information of the network protocol and the
communication context to launch an insider attack–an
attack that is intermittent, but can achieve the network
performance degradation. Detecting selective packetdropping attacks is extremely challenging in a highly
dynamic wireless environment. The difficulty comes from
the requirement that we need to not only detect the place
(or hop) where the packet is dropped, but also describe
whether the drop is intentional or unintentional. E.g.
fading, noise and interference which are also known as link
errors.
 In multi-hop wireless Ad-hoc network; there are two
types of packet losses that are link error and malicious
packet dropping.
 With earlier techniques, there was poor Signal to
Noise Ratio which exhibits the ratio of useful
information to false or irrelevant data.
 In case of transmission of immense size data, there is
requirement of more storage which makes the system
more complex.

P ROBLEM STATEMENT

The sensor networks can be deployed in a hostile
environment for handling sensitive information. These
networks may be prone to many attacks by the adversary
for data capturing, creating malicious nodes, etc. There are
number of attacks which can be performed during the
transmission of data from source node to destination node
like, packet drop attack, Black hole attack, Sybil attack,
wormhole attack, hello flooding etc. These sensor nodes
are also resource constraint.
Packet drop attack: The nodes in an ad hoc network
communicate using wireless links which are by nature
vulnerable to interference and channel errors that may
corrupt some or many data packets.
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METHODOLOGY

Step 1: The GUI (graphic user interface) creation of the
wireless nodes; intermediate nodes, source node and
destination node in the editor window of the MATLAB.
Step 2: Now the bitmap of each node is obtained when the
transmission is starts of packets from source node to
destination node. The range of the bits is determined by
bitmap and it can be zero or ones.
Step 3: In this step a fixed value of hash function is
produced by HLA algorithm which is used for data
authentication and integrity.
Step 4: In this step, data which is send by the source to
destination is encrypted with Triple DES algorithm so as to
secure data transmission.
Step 5: In this step, data is decrypted with Triple DES and
RSA algorithm and calculate the probabilities of messages
which are received at their destinations with or without
error are also calculated. The comparison between existing
technologies with introduced technologies also calculated.
VI.

CONCLUSION

Wireless sensor network is a self-configuring ad-hoc
network in which small nodes communicating among them
using radio signals and monitor physical and environmental
condition. Many routing protocols have been designed for
ad-hoc networks. However, sensor networks have
additional requirements that were not specifically
addressed. These include real-time requirements and nodes
which are extremely constrained in computing power,
bandwidth, and memory. In wireless sensor network nodes
are present in hostile or dangerous environment in that
environment, they are not physically protected. A various
types of attacks are possible in Wireless Sensor Network
(WSN). Wireless sensor node network means that shares
common property as a computer network. So we need
security issues, for security we need secure resource or
information we need integrity, availability, or
confidentiality of a system.
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